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At intY, we 
believe that 
reselling cloud 
software should 
be simple



Email 
Protection

What is Email Protection? 
Email, which is an organisation’s 
largest attack surface, is the primary 
target of phishing attacks and can 
be used to spread malware.  Email 
security has become one of the 
major criteria for any business. Email 
security includes the techniques and 
technologies used to protect email 
accounts and communications. 

 

Why is Email Protection 
Important? 
Email often contains sensitive 
information, it is used by everyone, in 
every organisation, and is therefore 
one of a company’s largest targets for 
attacks. The shift to cloud-based email 
like Microsoft 365 and others comes 
with several benefits, but cloud-based 
email also has its vulnerabilities and 
has become a tempting attack surface 
for cyber criminals. 
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cloud-based 
email also has its 
vulnerabilities



Email Protection 
Protects Against: 
Phishing 
This is a type of email attack 
which involves fraudulent emails and 
websites to gather an individual’s 
personal information, more often than 
not, aimed at accruing usernames and 
passwords or financial information. 
For instance, a phishing website, say 
an e-Commerce website may seem 
exactly as the original website and an 
individual does the shopping and pays 
via debit/credit card or chooses online 
banking.

The credentials are in the hacker’s 
hands by the end of the payment as it 
is a bogus website. The bogus website 
is solely created by the cyber criminals 
to obtain the banking information of 
whoever accesses it.

Spam 
It is becoming a bigger challenge 
to every organization. With a huge 
increase in the use of Newsletter and 
Marketing emails, it can often become 
difficult to distinguish between 
genuine updates and information, 
from business partners and marketing 
scams used to gather contact 
information (which is then often sold 
onto 3rd parties).

Anti-Spam services, give users the 
means to safely filter out what is 
required, from known and trusted 
sources, versus the unknown 
and unwanted.
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Spoofing 
Mainly occurs when a cybercriminal 
could benefit from online theft. Any 
company which manages transactions 
online falls under the category. The 
cyber intruders would duplicate/spoof 
your company’s own domain and 
interact with the customers and gain 
access to the sensitive data.

Very often the attacker will scour a 
company’s own website for contact 
information, such as that of the CEO 
or CFO, creating an email pertaining to 
come from these important persons, 
knowing users are unlikely to check if 
the request is genuine. Some spoofers 
even duplicate a company’s email 
signatures to make it look even more 
official and acceptable. 

Data Protection 
(aka Content Control) 
Often overlooked as long winded to 
set up and administer, Data Protection 
is wholly underutilised. With this 
service, you can set rules specific 
for your company’s needs, using key 
words and key phrases. 

You can prevent sensitive data from 
ever leaving your network via email 
as well as govern the type of email 
content (including attachments) 
you wish to have coming into the 
environment. This service also goes 
hand in hand with option number. 

Everyone remembers CryptoLocker, 
despite being a ‘Zero Day’ attack, 
companies such as Symantec Email 
Anti-Virus, MimeCast and Sophos 
were able to get detection in place 
fast enough to block 99.9% of this 
attack. 
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Data Protection 
continued...
Helping roll out updated AV 
signatures to companies around 
the world, updating not only the 
Email scanning services but also the 
Endpoint Protection services. Being 
able to stop attacks of this nature 
before the reach the endpoints is 
imperative. 

TLS and Encryption 
Another service that is often spurned 
due to setup and testing times 
but is imperative for those who rely 
on being able to send sensitive 
or personalised data. It comes in 
2 forms: TLS and Encryption.

TLS is a secure handshake from 
the sending environment to the 
receiving side, ensuring the privacy 
of the pipeline the data is sent through 
(think of it like the HTTPS of the 
email world). And Encryption, 
ensuring the data is not only 
unreadable in the pipeline, but 
also ensuring the data cannot be 
forwarded or copied after delivery.



Email Security is vital to 
protect the following areas

Email is a primary weapon 
for spreading ransomware, an 
advanced threat that can affect 
multiple endpoints as well as steal 
sensitive data. Therefore, an email 
protection plan needs to include the 
following best practices to protect 
email traffic in real time.

1. Employee education 
This is key and is almost as important, 
if not more so, than all of the scanning 
services combined. Employees can 
be educated to recognize social 
engineering, phishing, and other types 
of attacks that are typically executed 
using email.

Knowing when to question is 
vital, especially where spoofing is 
concerned and understanding the 
scanning services are not there as 
a hinderance, but as a protection, 
even trusted sources can become 
compromised. 

2. Spam filter
A spam filter can detect spam and 
keep it from either hitting your inbox 
or file it as junk mail or keep it safely 
away from the users in an online 
quarantine portal. 

3. Antivirus protection
Antivirus protection screens emails 
and attachments for viruses, providing 
the user with warnings if anything 
suspicious is detected.

4. Email encryption
Email encryption can disguise 
corporate email by changing 
communications into a garbled 
arrangement of letters, numbers, 
and symbols that someone who 
intercepts it cannot read. 

5. Secure email gateway (SEG): 
An SEG filters out potentially 
dangerous emails according to 
the settings of an IT administrator. 

TLS is a secure 
handshake from 
the sending 
environment to the 
receiving side



i’s important that 
your customers’ 
systems and data 
is secure and 
resilient against 
modern day 
threats
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Email Security 
Data Loss Prevention

Email Archiving
Most companies just see this as a 
means of storing elderly emails that 
are not necessarily immediately 
relevant, but it can be so much 
more.  Keeping your main mailbox 
clean, conserving space in desktop 
email apps, retaining data which may 
be useful at a later date as well as 
retaining potentially legally required 
information, all at the fingertips 
of a user for quick access.

It is always worth considering this as 
a method of ensuring sensitive emails 
are not stored openly in an Inbox 
where they could be easily located by 
a hacker.

Email Continuity  
People assume these days, with the 
rise of Cloud services such as O365 
that Continuity is a thing of the past 
and in some respects, due to the 
nature of platforms such as O365 and 
Amazon, with apps like OWA (Outlook 
Web Access), it is.

But what happens when there is an 
outage on the providers side – even 
Microsoft have their days when 
servers have issues and emails are 
inaccessible via the usual methods? 
You need to be able to continue your 
business, even when they cannot. 

Continuity, like Archiving, is almost 
like a form of redundancy, ensuring to 
keep your company on the move no 
matter what.

you need to be able 
to continue your 
business



Email Backup
Again, with the rise in Cloud based 
platforms, why would anyone need 
to backup emails, surely the vendor 
is doing that already? Of course, 
they should be, but so should the 
companies who own the email data.  
Relying on one source can often be 
the downfall of a company, should 
anything go wrong with that single 
point of failure.

Companies, especially those who 
still have any physical environment 
(including Hybrid environments) 
should always consider a backup and 
those in the Cloud, should always 
consider a backup of the backup.  

Going hand in hand with the reason 
for continuity, if your Cloud vendor or 
your physical platform has a failure, 
you need to know the data is safe and 
sound, potentially in another location. 
Giving you the ability to roll back and 
extract what is needed, when it is 
required.

These scenarios can often be slim 
to none – but all it takes is one 
time and it can mean data loss and 
inaccessibility. 
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Get in touch

For any further questions, please reach out 
to our security solutions team.

We’re here to help

This Ebook series will continue with Book 3...

...exploring our second Pillar of Security Endpoint Protection/Security, 
what it is, the different types of threats that come from this area and why 
it’s important your customers are covered.  
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